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debian 


Goodbye Windows And Welcome 
To The Secure OS Debian 


Windows is a closed and Monopolistic operating system 
developed by Microsoft, and despite that, it is widely spread 
among Munasireen; and because Windows operating system is 
commercial, Microsoft collects a lot of information about the 
users, and the mechanisms of collecting information that 
Microsoft uses cannot be effectively stopped, as This could lead 
to the disruption of receiving security updates, which results in 
the ease of hacking Windows operating system, especially 
because it is the most targeted operating system with malware 
and viruses of all kinds, and despite that, the media brothers’ need 
for Windows is critical in the area of montage And design, as 
software is not available in the same efficiency as Adobe- 
supported programs from Windows on different Linux operating 
systems, SO we recommend using Windows without connecting 
to the Internet, and installing the Debian operating system and 
using it in daily work as a safe alternative to Windows. 


Bid 


Sor sooo 


Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 
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Windows is a closed and Monopolistic operating system developed by Microsoft, and despite 
that, it is widely spread among Munasireen; and because Windows operating system is 
commercial, Microsoft collects a lot of information about the users, and the mechanisms of 
collecting information that Microsoft uses cannot be effectively stopped, as This could lead to 
the disruption of receiving security updates, which results in the ease of hacking Windows 
operating system, especially because it is the most targeted operating system with malware 
and viruses of all kinds, and despite that, the media brothers’ need for Windows is critical in 
the area of montage And design, as software is not available in the same efficiency as Adobe- 
supported programs from Windows on different Linux operating systems, so we recommend 
using Windows without connecting to the Internet, and installing the Debian operating system 
and using it in daily work as a safe alternative to Windows. 

After analyzing Windows operating system, the Free Software Foundation (FSF) described it as a harmful system 
designed to work in ways that harm the user due to threats to personal freedoms, privacy, and security represented by 
the following: 

e (1) Microsoft has added a backdoor in the disk drive protocol on Windows. 

e (2) Microsoft pushes system updates without the user’s permission, making them 
vulnerable to Microsoft's policy changes 

e (3) Force user to upgrade operating system as recently Microsoft forced Windows 7 and 
8 users to upgrade to Windows 10. 

e (4) Windows 8 has a backdoor that allows deleting programs remotely. 

e (5) Microsoft has a proven history of cooperating with governments, informing them 
of vulnerabilities they can exploit to hack the system before deploying security updates 
to close the vulnerabilities 

e (6) Microsoft announced that starting with Windows 10, it will start forcing low- paying 


users to test new, less secure updates before making them available to high-paying 


lat 
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users; that is, Microsoft will make Windows 10 users an experiment lab of its updates 
before it is available to its customers (governments). 

(7) Windows assigns a unique address (ID) for each user so that advertising companies 
can track each user's browsing habits 

(8) The Windows 10 Privacy Policy allows Microsoft to search user files at any time, and 
sell any information. 

(9) Windows 10 sends information to Microsoft about the applications being used that 
run on Windows 10 

(10) Windows 10 contains a set of automatically activated options that allow Microsoft 
to intrude on files and text input (everything the user writes), location information, 
contacts, and calendar records, and many of the options that allow spying on the user 
cannot be disabled. 

(11) Even after activating data blocking options for Microsoft, Windows still sends a huge 


amount of data to Microsoft. 


Windows operating system violates your privacy and does not help Munasireen to face the 


security threats . When using Windows, there is no privacy or security that you can rely on for 


the reasons explained. 


Debian Linux is a free open-source operating system. The Debian operating system relies on a 


community of developers around the world and not-for-profit companies like some other Linux 


products. Debian is one of the most popular Linux products and supports most computers. It 


can be customized and modified according to the needs of each user. Here is a summary of 


the general features of the system: 


Debian general features: 


Free and open source 

Speed of development and receiving security updates 

Not subject to a for-profit company that controls the system 

Ease of installation and system stability 

Fast performance and support for most hardware 

Most hardware drivers are programmed by Linux developers, not computer 
manufacturers 

Customization of the desktop environments and supporting hundreds of open-source 


projects 


Requirements : 


PC/Laptop 
USB Flash drive ( 4GB ) 


Internet Connection 


(7 : 
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1- Downloading Debian ISO 


e Go to the official site of ( https:/Awww.debian.org ) 
e Press (download Debian) 


© About Debian Getting Debian Documentation Support Developers' Corner 
debian / 


JDownload Debia 


debian Download Debi 


sal operating system 


Debian is a free operating system (OS) for your computer. An operating system is the set of basic programs and utilities that make your computer run. 


Debian provides more than a pure OS: it comes with over 59000 packages, precompiled software bundled up in a nice format for easy installation on youl 
machine. Read more... 


About Getting Debian News Support Site map 
» Social Contract » Network install » Project News » Debian International Search 
» Code of Conduct » CD/USB ISO images » Events » Security Information The Debian Blog 
» Free Software » CD vendors Documentation » Bug reports [2y 
» Partners » Pre-installed » Release Info » Mailing Lists o mm 
» Donations Pure Blends » Installation manual » Mailing List Archives 
» Legal Info Debian Packages » Debian Books » Ports/Architectures 
» Data Privacy Developers’ Corner » Debian Wiki 
» Contact Us 
Help Debian horizons © drauar.de B82 ahá £ 
The latest stable release of Debian is 10.2. The last update to this release was made on November 16th, 2019. Read more about available versions of ian 
e Press (save file) to download file system 
S. 
About Debian Getting Debian Documentation Support Developers' Corner 


V/s 


Opening debian-10.2.0-amd64-netins 


-Download Debian 


(64-bit PC Network install 


You have chosen to open: 


® debian-10.2.0-amd64-netinst.iso 


which is: raw CD image (335 MB) 
from: https://caesar.ftp.acc.umu.se 


Debian is a free operating system (OS) for your co 


What should Firefox do with this file? and utilities that make your computer run. 


ş T ‘ QOpenwith Archive Manager (default) 
Debian provides more than a pure OS: it comes 


in a nice format for easy installation on your 
machine. Read more... 


About Getting Debian Site map 
» Social Contract » Network install jational Search 
» Code of Conduct » CD/USB ISO images ‘mation i 
» Free Software » CD vendors | Cancel i 
» Partners » Pre-installed 5 
» Donations Pure Blends Sinsation manual Malling List Archives 
» Legal Info Debian Packages » Debian Books » Ports/Architectures 
» Data Privacy Developers’ Corner » Debian Wiki 
» Contact Us 
Help Debian 7 a O Uanvisanc@Arauny ds gacn, TAUL E. 
The latest stable release of Debian is 10.2. The last update to this release was made on November 16th, 2019. Read more about available versions of Debian. 
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2- Burning the file system on a USB 


e Use Etcher for burning Debian ISO file on USB 


e After finishing the burning process on the USB ..Restart your device and long press f12 
Note: 


All the laptop's boot manager isn't similar check out this booting menu 
3- System instillation 


e After booting , these options will appear choose Graphical Install 


Debian GNU/Linux installer menu (BIOS mode) 


Graphical install 

Install 

Advanced options 

Accessible dark contrast installer menu 
Help 

Install with speech synthesis 
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e Press on English 


Select a language 


Choose the language to be used for the installation process, The selected language will also be the 
default language for the installed system. 


Language: 

Linnese (siripiied © ar AU Ly] 
Chinese (Traditional) - x (st) 
Croatian - Hrvatski 
Czech - Čeština 
Danish - Dansk 
Dutch - Nederlands 
Dzongkha - Én 
Esperanto - Esperanto 
Estonian - Eesti 
Finnish - Suomi 
French - Français 
Galician - Galego 
Georgian -  gomyeo 
German - Deutsch 


Screenshot | Go Back | Continue, | 


e Choose the language to be used in the installation process 


It's recommended to choose a different time zone than yours as some websites detect your 


timezone through browsing the internet 


 depian 


Select your location 


The selected location will be used to set your time zone and also for example to help select the system 
locale. Normally this should be the country where you live. 


This is a shortlist of locations based on the language you selected. Choose “other” if your location is not 
listed. 


Country, territory or area: 


a 


Ireland 
Israel 

New Zealand 
Nigeria 
Philippines 
Seychelles 
Singapore 
South Africa 
United Kingdom 
Zambia 
Zimbabwe 
other 


ar 


f Screenshot Go Back pcoatinns 
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e Choose American English 


(Odebian 


Configure the keyboard 


Keymap to use: 


American English [ 3 


Albanian | 
Arabic 

Asturian 

Bangladesh 

Belarusian 

Bengali 

Belgian 

Bosnian 

Brazilian 

British English 

Bulgarian (BDS layout) 
Bulgarian (phonetic layout) 
Burmese 

Canadian French 

Canadian Multilingual 


Catalan 
“Screenshot Í GoBack || Continue 


e enter the host name for this system 


Configure the network 


Please enter the hostname for this system. 
The hostname is a single word that identifies your system to the network. If you don't know what your 


hostname should be, consult your network administrator. If you are setting up your own home network, 
you can make something up here. 


Hostname: 


Screenshot Go Back Continue i 


W | Electronic Horizons Foundation | @} Horizons@draugr.de | @ SR444TAW 
bi ee 


8 | Goodbye Windows And Welcome To The Secure OS Debian 
e Press on Continue 


If you want to use WiFi there is additional options will appear to connect to your Wi-FI 


Configure the network 


The domain name is the part of your Internet address to the right of your host name. It is often 
something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make 
something up, but make sure you use the same domain name on all your computers. 


Domain name; 


ey |) eee 


Screenshot | | GoBack | centini | 


e Enter strong password for " root" 


Choose a password which is hard to guess use a strong word which contains mixture of letters, 


numbers and punctuation 


~ debian 


Set up users and passwords 


You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user 
with root access can have disastrous results, so you should take care to choose a root password that is 
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily 
associated with you. 


A good password will contain a mixture of letters, numbers and punctuation and should be changed at 
regular intervals. 


The root user should not have an empty password. If you leave this empty, the root account will be 
disabled and the system's initial user account will be given the power to become root using the “sudo” 
command. 


Note that you will not be able to see the password as you type it. 
Root password: 


—_ L EE i 


0 Show Password in Clear 


Please enter the same root password again to verify that you have typed it correctly. 
Re-enter password to verify: 


[0] Show Password in Clear 


{Screenshot | | GoBack || Continue > 
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e Select a username for the new account 


Set up users and passwords 


Select a username for the new account. Your first name is a reasonable choice. The username should 
start with a lower-case letter, which can be followed by any combination of numbers and more lower- 
case letters. 


Username for your account: 


ee eee J 


Screenshot Go Back Continuek 


e Choose a new password for your user 


Note : user password should be different than root password do not use one password for the 
same users 


Set up users and passwords 


A good password will contain a mixture of letters, numbers and punctuation and should be changed at 
regular intervals. 
Choose a password for the new user: 


M] Show Password in Clear 


Please enter the same user password again to verify you have typed it correctly. 
Re-enter password to verify: 


| 


0 Show Password in Clear 


“creenshot | 


Go Back Coftinue 
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e Configure the clock 


~ debian 


Configure the clock 


if the desired time zone is not listed, then please go back to the step “Choose language” and select a 
country that uses the desired time zone (the country where you live or are located). 
Select your time zone: 


Central 

Mountain 

Pacific 

Alaska 

Hawaii 

Arizona 

East Indiana 


Samoa 


Screenshot Go Back ~ Contigue } 


4- Partition Disks 


e Press on Manual 


“debian 


Partition disks 


The installer can guide you through partitioning a disk (using different standard schemes) or, if you 


prefer, you can do it manually. With guided partitioning you will still have a chance later to review and 
customise the results. 


If you choose guided partitioning for an entire disk, you will next be asked which disk should be used. 
Partitioning method: 

Guided - use entire disk y] M i 
Guided - use entire disk and set up LVM 

Guided - use entire disk and set up encrypted LVM 


Screenshot 


Go Back [ Continue > | 
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e A panel of partitions will appear choose which one you want to use for installation then 


press continue 


. mw 
Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 

Guided partitioning 

Configure software RAID 

Configure the Logical Volume Manager 

Configure encrypted volumes 

Configure iSCSI volumes 


V SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 
> #1 primary 104.2 GB 
> #5 logical 3.1 GB f fat32 


Undo changes to partitions 
Finish partitioning and write changes to disk 


k 


Screenshot Help Go Back || Continue 


Choose delete the partition to delete the Disk you want to put the system on it so that 
you may divide it to 3 part 

e First : The root file system is represented by a forward slash (/). It is the top of the 
directory tree, and contains file system and everything that you install with Linux , it's 
recommended to use 80 GB for the root partition 

e second : you need one partition that will be used as Linux swap space. This is space on 
your hard drive that can be used as virtual memory. Virtual memory allows your 
computer to run large programs and perform complex tasks even if it does not have 


enough physical RAM to do the job. (It is a lot slower, but it works.) 


NOTE : create one swap partition that is 50% to 100% the size of the physical RAM in your 
system. If you are short on RAM with plenty of drive space, go large. If you're short on drive 


space and have lots of RAM, go small 
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e Third : The / Boot directory contains the kernel and ramdisk images as well as the 
bootloader configuration file and bootloader stages. It also stores data that is used 
before the kernel begins executing user-space programs, boot partition is necessary to 


boot Debian and windows alongside it ( if you wan't to use windows offline ) 


Dian 


Partition disks 
You are editing partition #1 of SCSI (0,0,0) (sda). No existing file system was detected in this partition. 
Partition settings: 


Use as: do not use 


Bootable flag: off 


Delete the partition 


Done setting up the partition 


| Screenshot Vf Help ] 


Go Back Continue 


e After deleting the Disk a free space will appear click on it and press continue 


“ qdepdian 


Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 


Guided partitioning 
Configure software RAID 


Configure the Logical Volume Manager 
Configure encrypted volumes 
Configure iSCSI volumes 


© SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 
> prilog 107.4 GB FREE SPACE 


Undo changes to partitions 
Finish partitioning and write changes to disk 


{ Screenshot | | Help ] 


Go Back Continue 
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e Press on Create a new partition To create a new disk 


 Gedian 
Partition disks 
How to use this free space: 


Automatically partition the free space 
Show Cylinder/Head/Sector information 


l Screenshot || Help ] 


| Go Back Continue 


e Then delete the space and add for ex 100 GB storage capacity for root 


debian 


Partition disks 


The maximum size for this partition is 107.4 GB. 


Hint: “max” can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to 
use that percentage of the maximum size. 
New partition size: 


107.4 GB 


Screenshot 


Go Back Continue 
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e Then press continue 


= qepian 


Partition disks 
The maximum size for this partition is 107.4 GB. 


Hint: “max” can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to 
use that percentage of the maximum size. 
New partition size: 


100.4 GB 


Screenshot | 


| Go Back ] Continue 


e Choose Primary 


vaepian 


Partition disks 
Type for the new partition: 


Logical 


f 
Screenshot 


GoBack | Continue 
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e Choose Beginning 


-Odebian 


Partition disks 


Please choose whether you want the new partition to be created at the beginning or at the end of the 
available space. 


Location for the new partition: 


End 


Screenshot | | Go Back at Continue 


e Choose done setting up the partition 


~ debian 


Partition disks 


You are editing partition #1 of SCSI1 (0,0,0) (sda). No existing file system was detected in this partition. 


Partition settings: 

Use as: Ext4 journaling file system 
Mount point: 1 

Mount options: defaults 

Label: none 


Reserved blocks: 5% 
Typical usage: standard 
Bootable flag: off 


Delete the partition 
Done setting up the partition 


anl 


SSE] 
Screenshot Help Go Back Continue 
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e The free space of the Disk will appear on the bottom 


e Click on the free space 


(Odebian 


Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 


Guided partitioning 

Configure software RAID 

Configure the Logical Volume Manager 
Configure encrypted volumes 
Configure iSCSI volumes 


© SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 
> #1 primary 100.4 GB f ext4 / 
> prilog 7.0 GB FREE SPACE 


Undo changes to partitions 
Finish partitioning and write changes to disk 


“ereenshot || Help | | GoBack || Continue 


e Press Create a new partition 


vaepian 


Partition disks 


How to use this free space: 


Create a new partition 


Automatically partition the free space 
Show Cylinder/Head/Sector information 


l Screenshot | | Help } | GoBack || Continue , 


W | Electronic Horizons Foundation | a Horizons@draugr.de | O SR444TAW 
aal ese 


17 | Goodbye Windows And Welcome To The Secure OS Debian 


e Enter the storage capacity of the swap partition 


v qaepian 
Partition disks 


The maximum size for this partition is 7.0 GB. 


Hint: “max” can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to 
use that percentage of the maximum size. 
New partition size: 


6.0 GB 


l Screenshot | 


Go Back Continue , 


e Press on logical 


vaepian 


Partition disks 


Type for the new partition: 


Primary 


{ 
Screenshot 


GoBack | Continue , 
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e Press on Beginning 


vaepian 


Partition disks 


Please choose whether you want the new partition to be created at the beginning or at the end of the 
available space. 


Location for the new partition: 


End 


l Screenshot 


GoBack || Continue , 


e Press on use as 


Partition disks 


You are editing partition #5 of SCSI1 (0,0,0) (sda). No existing file system was detected in this partition. 


Partition settings: 

Use as: Ext4 journaling file system 

Mount point: [home 

Mount options: defaults 

Label: none 


Reserved blocks: 5% 
Typical usage: standard 
Bootable flag: off 


Delete the partition 
Done setting up the partition 


{ Screenshot Vf Help ) 


| Go Back ii Continue »] 
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e Choose Swap area 


vaepian 


Partition disks 


How to use this partition: 


Ext4 journaling file system 
Ext3 journaling file system 
Ext2 file system 

btrfs journaling file system 
JFS journaling file system 
XFS journaling file system 
FAT16 file system 

FAT32 file system 


swap area 


physical volume for encryption 
physical volume for RAID 
physical volume for LVM 

do not use the partition 


l Screenshot | | Help } GoBack || Continue , 


e Presson Done setting up the partition 


Partition disks 


You are editing partition #5 of SCSI (0,0,0) (sda). No existing file system was detected in this partition. 
Partition settings: 


Use as: swap area 
Bootable flag: off 


Delete the partition 


Done setting up the partition 


‘ Screenshot | | Help } | Go Back ] [ Continue »] 
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e Again a free space will appear to you click on it and press 


 Gedian 


Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 


Guided partitioning 

Configure software RAID 

Configure the Logical Volume Manager 
Configure encrypted volumes 
Configure iSCSI volumes 


V SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 


> #1 primary 100.4 GB f ext4 / 
> #5 logical 6.0 GB f swap swap 
> prilog 974.1 MB FREE SPACE 


Undo changes to partitions 
Finish partitioning and write changes to disk 


í Screenshot | [ Help | [ Go Back [ Continue J 


e Press on Create a new partition to create /boot partition 


vaepian 


Partition disks 


How to use this free space: 


Create a new partition 


Automatically partition the free space 
Show Cylinder/Head/Sector information 


Í Screenshot | | Help | | GoBack || Continue , 
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e Press continue 


v qepian 
Partition disks 


The maximum size for this partition is 974.1 MB. 
Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to 
use that percentage of the maximum size. 


New partition size: 


974.1 MB 


Screenshot } 


= Go Back — | Continue N 


e Choose primary 


Partition disks 
Type for the new partition: 


Logical 


\ Screenshot 


Go Back Continue » 
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e Press on Mount Point 


Z UevDid 
Partition disks 


You are editing partition #3 of SCSI (0,0,0) (sda). No existing file system was detected in this partition. 
Partition settings: 


Use as: Ext4 journaling file system 


Mount point: home 


Mount options: defaults 
Label: none 
Reserved blocks: 5% 
Typical usage: standard 
Bootable flag: off 


Delete the partition 
Done setting up the partition 


l screenshot | | Help ] Go Back Continue » 


e Choose /boot 


/dedian 


Partition disks 


Mount point for this partition: 


/ -the root file system 

/home - user home directories 

itmp -temporary files 

lusr - static data 

Nar -variable data 

Įsrv - data for services provided by this system 
Jopt - add-on application software packages 
/usr/local - local hierarchy 

Enter manually 

Do not mount it 


Screenshot Go Back l Continue N 
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e Press on Done setting up the partition 


. debian 


Partition disks 


You are editing partition #3 of SCSI1 (0,0,0) (sda). No existing file system was detected in this partition. 


Partition settings: 

Use as: Ext4 journaling file system 
Mount point: fboot 

Mount options: defaults 

Label: none 

Reserved blocks: 5% 

Typical usage: standard 

Bootable flag: off 


Delete the partition 
Done setting up the partition 


Screenshot Help Go Back | Continue R 
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5- Encrypting Partitions 
e Press on Configure encrypted volumes 


Note : You have to know the root partition number which in this case is 1 and the swap partition 


number is 5 before continue 


Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initiahze its partition table. 


Guided partitioning 
Configure software RAID 
Configure the Logical Volume Manager 


Configure encrypted volumes 


Configure iSCSI volumes 


Y SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 


> #l primary 100.4 GB f ext4 / 
> #5 logical 6.0 GB f swap swap 
> #3 primary 973.1 MB f ext4 (boot 


Undo changes to partitions 
Finish partitioning and write changes to disk 


Screenshot || Help } | Go Back | Continue $ 


e Press on Yes 


. tm >. 
Partition disks 


Before encrypted volumes can be configured, the current partitioning scheme has to be written to disk. 
These changes cannot be undone. 


After the encrypted volumes have been configured, no additional changes to the partitions on the disks 
containing encrypted volumes are allowed. Please decide if you are satisfied with the current 
partitioning scheme for these disks before continuing. 


The partition tables of the following devices are changed: 
SCSI1 (0,0,0) (sda) 


The following partitions are going to be formatted: 
partition #1 of SCSI1 (0,0,0) (sda) as ext4 


partition #5 of SCSI1 (0,0,0) (sda) as swap 
partition #3 of SCSI1 (0,0,0) (sda) as ext4 


Write the changes to disk and configure encrypted volumes? 
© No 


© Yes 


“ Screenshot | | Continue 3 
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e Press on Create encrypted volumes 


vaepian 


Partition disks 


This menu allows you to configure encrypted volumes. 
Encryption configuration actions 


Create encrypted volumes 
Finish 


| Screenshot 


| Go Back ‘| continue » 


e Choose root partition ( sda1 ) and swap partition ( sda5 ) then press continue 


a 
Z UeDid 

Partition disks 

Please select the devices to be encrypted. 

You can select one or more devices. 

Devices to encrypt: 

v] /dev/sdal (100399MB; ext4) 

/devisdaS (5998MB; swap) 


O /devisda3 (973MB; ext4) 


\ Screenshot 


Go Back Continue » 
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e Press on Done Setting up the partition 


V UeDIig 
Partition disks 


You are editing partition #1 of SCSI1 (0,0,0) (sda). No existing file system was detected in this partition. 
Partition settings: 


Use as: physical volume for encryption 
Encryption method: Device-mapper (dm-crypt) 


Encryption: aes 

Mount point: / 

Mount options: defaults 
Key size: 256 

IV algorithm: xts-plain64 
Encryption key: Passphrase 
Erase data: yes 
Bootable flag: off 


Erase data on this partition 
Delete the partition 


Done setting up the partition 


‘Screenshot | | Help ] Go Back Continue 


e Press on Done Setting up the partition 


Z UeDid 
Partition disks 


You are editing partition #5 of SCSI1 (0,0,0) (sda). No existing file system was detected in this partition. 
Partition settings: 


Use as: physical volume for encryption 
Encryption method: Device-mapper (dm-crypt) 


Encryption: aes 

Key size: 256 

IV algorithm: xts-plain64 
Encryption key: Passphrase 
Erase data: yes 
Bootable flag: off 


Erase data on this partition 
Delete the partition 


Done setting up the partition 


l Screenshot | | Help ) Go Back Continue, 
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e Press on Finish 


\ EL 
< U 


Partition disks 


This menu allows you to configure encrypted volumes. 
Encryption configuration actions 


Create encrypted volumes 


R 
ç, Screenshot Go Back Continue 
e Press Yes then Continue 


Partition disks 


The data on SCSI1 (0,0,0), partition #1 (sda) will be overwritten with random data. It can no longer be 
recovered after this step has completed. This is the last opportunity to abort the erase. 
Really erase the data on SCS/1 (0,0,0), partition #1 (sda)? 


\ Screenshot 


| GoBack | Continue A) 
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e Press on Yes 


V UeDig 
Partition disks 


The data on SCSI (0,0,0), partition #5 (sda) will be overwritten with random data. It can no longer be 
recovered after this step has completed. This is the last opportunity to abort the erase. 


Really erase the data on SCS/1 (0,0,0), partition #5 (sda)? 


O No 
@ Yes] 
q Screenshot Go Back Continug 


e Enter anew password for encrypting the root partition 


V UeDIig 
Partition disks 


You need to choose a passphrase to encrypt SCSI1 (0,0,0), partition #1 (sda). 


The overall strength of the encryption depends strongly on this passphrase, so you should take care to 
choose a passphrase that is not easy to quess. It should not be a word or sentence found in 
dictionaries, or a phrase that could be easily associated with you. 


A good passphrase will contain a mixture of letters, numbers and punctuation. Passphrases are 
recommended to have a length of 20 or more characters. 


Encryption passphrase: 


ees | ees 


(|) Show Password in Clear 


Please enter the same passphrase again to verify that you have typed it correctly. 
Re-enter passphrase to verify: 


0 Show Password in Clear 


Screenshot Go Back — Continue 4 
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e Enter another new password for encrypting swap partition 


Epig 
Partition disks 


You need to choose a passphrase to encrypt SCSI1 (0,0,0), partition #5 (sda). 


The overall strength of the encryption depends strongly on this passphrase, so you should take care to 
choose a passphrase that is not easy to quess. It should not be a word or sentence found in 
dictionaries, or a phrase that could be easily associated with you. 


A good passphrase will contain a mixture of letters, numbers and punctuation. Passphrases are 
recommended to have a length of 20 or more characters. 


Encryption passphrase: 
£] Show Password in Clear 


Please enter the same passphrase again to verify that you have typed it correctly. 
Re-enter passphrase to verify: 


C Show Password in Clear 


^ Screenshot Go Back Continue nl 


e Choose root partition the first partition from encrypted volumes 


Epig 
Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 


Configure software RAID 

Configure the Logical Volume Manager 
Configure encrypted volumes 
Configure iSCSI volumes 


YV Encrypted volume (sdal_crypt) - 100.4 GB Linux device-mapper (crypt) 


> #1 100.4 GB f ext4 

V Encrypted volume (sda5 crypt) - 6.0 GB Linux device-mapper (crypt) 
> #1 6.0 GB f ext4 

V SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 
> #l primary 100.4 GB K crypto (sdal_crypt) 
> #5 logical 6.0 GB K crypto (sda5_crypt) 
> #3 primary 973.1 MB F ext4 (boot 


Undo changes to partitions 
Finish partitioning and write changes to disk 


l Screenshot | | Help ) Go Back Continue 
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V UEDId 
Partition disks 


You are editing partition #1 of Encrypted volume (sdal_crypt). No existing file system was detected in this 


partition. 

Partition settings: 

Use as: Ext4 journaling file system 
Mount options: defaults 

Label: none 

Reserved blocks: 5% 

Typical usage: standard 


Erase data on this partition 
Done setting up the partition 


‘Screenshot | | Help ] Go Back Continue * 


e Press on/ 


Partition disks 


Mount point for this partition: 


/ -the root file system 
/boot - static files of the boot loader 


/home - user home directories 

itmp -temporary files 

Jusr - static data 

Nar -variable data 

/srv - data for services provided by this system 
Jopt - add-on application software packages 
/usrilocal - local hierarchy 

Enter manually 

Do not mount it 


\ Screenshot Go Back Continue * 
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e Press on Done setting up the partition 


LY Oe 
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Partition disks 


You are editing partition #1 of Encrypted volume (sdal_crypt). No existing file system was detected in this 


partition. 

Partition settings: 

Use as: Ext4 journaling file system 
Mount point: I 

Mount options: defaults 

Label: none 

Reserved blocks: 5% 

Typical usage: standard 


Erase data on this partition 
Done setting up the partition 


l screenshot | | Help ] Go Back Continue * 


e Choose Swap partition the second partition from encrypted volume 


‘Z UevDid 
Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 


Guided partitioning 

Configure software RAID 

Configure the Logical Volume Manager 
Configure encrypted volumes 
Configure iSCSI volumes 


V Encrypted volume (sdal_crypt) - 100.4 GB Linux device-mapper (crypt) 


> #1 100.4 GB f ext4 / 

V Encrypted volume (sda5_crypt) - 6.0 GB Linux device-mapper (crypt) 
> #1 6.0 GB f ext4 

V SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 
> #l primary 100.4 GB K crypto (sdal_crypt) 
> #5 logical 6.0 GB K crypto (sda5_crypt) 
> #3 primary 973.1 MB F ext4 /boot 


Undo changes to partitions 


g 


l Screenshot | | Help ) Go Back Continue * 
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e Press on Use as 
V UEDId 


Partition disks 


You are editing partition #1 of Encrypted volume (sda5_crypt). No existing file system was detected in this 


partition. 

Partition settings: 

Use as: Ext4 journaling file system 
Mount point: none 

Mount options: defaults 

Label: none 

Reserved blocks: 5% 

Typical usage: standard 


Erase data on this partition 
Done setting up the partition 


‘Screenshot | | Help ] Go Back Continue * 


e Press on Swap area 


Partition disks 


How to use this partition: 


Ext4 journaling file system 
Ext3 journaling file system 
Ext2 file system 

btrfs journaling file system 
JFS journaling file system 
XFS journaling file system 
FAT16 file system 

FAT32 file system 

physical volume for LVM 

do not use the partition 


l Screenshot | | Help ) Go Back Continue * | 
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e Press on Done setting up the partition 


Z UeDIid 
Partition disks 


You are editing partition #1 of Encrypted volume (sda5_crypt). No existing file system was detected in this 
partition. 
Partition settings: 


Use as: swap area 


Erase data on this partition 


Done setting up the partition 


‘Screenshot | | Help ] Go Back Continue * 


e Press on Finish Partitioning and write changes to disk 


Z UeDid 
Partition disks 


This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings 
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table. 


Configure software RAID [+ 
Configure the Logical Volume Manager 
Configure encrypted volumes 
Configure iSCSI volumes 


YV Encrypted volume (sdal_crypt) - 100.4 GB Linux device-mapper (crypt) 


> #1 100.4 GB f ext4 / 

V Encrypted volume (sda5 crypt) - 6.0 GB Linux device-mapper (crypt) 
> #1 6.0 GB f swap swap 

V SCSI1 (0,0,0) (sda) - 107.4 GB ATA VBOX HARDDISK 
> #1 primary 100.4 GB K crypto (sdal_crypt) 
> #5 logical 6.0 GB K crypto (sda5 crypt) 
> #3 primary 973.1 MB F ext4 (boot 


Undo changes to partitions 


Finish partitioning and write changes to disk f 


E 
l screenshot | | Help ) Go Back Continue * | 
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e Press on Yes 


‘Z UEDId 


Partition disks 


If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make 
further changes manually. 


The partition tables of the following devices are changed: 
Encrypted volume (sdal_ crypt) 
Encrypted volume (sda5 crypt) 


The following partitions are going to be formatted: 
Encrypted volume (sdal_ crypt) as ext4 
Encrypted volume (sda5 crypt) as swap 

Write the changes to disks? 


' No 


@ Yes 


< Screenshot 


Continue * 


e wait until base system installation finish 


install the base system 


EE 20g the base system 


Unpacking libgpg-error0:amd64... 
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e Press No 


7 UeDIc 


Configure the package manager 


Your installation CD or DVD has been scanned; its label is: 
Debian GNU/Linux 10.2.0 Buster_ - Official amd64 NETINST 20191116-09:56 


You now have the option to scan additional CDs or DVDs for use by the package manager (apt). Normally 


these should be from the same set as the installation CD/DVD. If you do not have any additional CDs or 
DVDs available, this step can just be skipped. 


if you wish to scan another CD or DVD, please insert it now. 
Scan another CD or DVD? 


@ No 


© Yes 


"reenshot | 


GoBack | |, Continue 


e Choose united states 


i a 
7 UeDIigq 
Configure the package manager 


The goal is to find a mirror of the Debian archive that is close to you on the network -- be aware that | 
nearby countries, or even your own, may not be the best choice. | 


Debian archive mirror country: 


Singapore B 
Slovakia 
Slovenia 
South Africa 
Spain 

Sweden 
Switzerland 
Taiwan 
Thailand 
Turkey 
Ukraine 
United Kingdom 


United States | 
Uruguay 


Vietnam 


| 


Screenshot | GoBack | contigus 
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e Choose deb.debian.org 


\ a 
V UeDig 
Configure the package manager 


Please select a Debian archive mirror. You should use a mirror in your country or region if you do not 
know which mirror has the best Internet connection to you. 


Usually, deb.debian.org is a good choice. 
Debian archive mirror: 

ftp.us.debian.org 

debian. csail.mit.edu 

debian.osuosl.org 

debian.cc.lehigh.edu 

debian. gtisc.gatech.edu 

mirror.cc. columbia.edu 
fdeb.debianory 
debian-archive.trafficmanager.net 
mirrors.lug.mtu.edu 
debian.cse.msu.edu 
mirror.us.oneandone,net 

mirrors. bloomu.edu 

mirrors. cat.pdx.edu 


mirrors.namecheap.com 


Screenshot | GoBack | Contiaue | 


| 


e Press on continue 


a 
V UeDig 
Configure the package manager 


If you need to use a HTTP proxy to access the outside world, enter the proxy information here. 
Otherwise, leave this blank. 


The proxy information should be given in the standard form of “http://[luser][:pass]@Jhost[:port]/. 
HTTP proxy information (blank for none): 


A eee | 0 ee 


\ Screenshot Go Back Contlhue 
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e Wait until the software installation process end 


Select and install software 


EZ Select and install software 


Configuring linux-image-4.19.0-6-amd64 (amd64) 


e Choose No 


Configuring popularity-contest 


The system may anonymously supply the distribution developers with statistics about the most used 
packages on this system. This information influences decisions such as which packages should go on the 


first distribution CD. 


If you choose to participate, the automatic submission script will run once every week, sending statistics 
to the distribution developers. The collected statistics can be viewed on https://popcon. debian. org/. 


This choice can be later modified by running “dpkg-reconfigure popularity-contest”. 
Participate in the package usage survey? 


@ No 


© Yes 


Screenshot | 


Contin» 
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6- Choosing a desktop environment 


A desktop environment is the bundle of components that provide you common graphical user 
interface (GUI) elements such as icons, toolbars, wallpapers, and desktop widgets. There are 
several desktop environments and these desktop environments determines what your Linux 
system looks like and how you interact with it. and here is the top 4 desktop environment which 


is widely used among Linux users 
1- Gnome 


GNOME is one of the most popular desktop environment in the world of Linux distros. Many of 
the popular Linux distros use GNOME as their default desktop environment and it has some 
popular forks, such as - Cinnamon, Unity etc. GNOME is designed to be easy to use and 
customizable. The latest iteration, GNOME 3 has a modern and attractive user interface and 
aims to provide better support for touch-based devices.One of the downsides is that GNOME 
3 draws a lot of memory because of its graphically heavy interface compared to some of its 


alternatives We Recommend using Gnome for medium performance laptops and PC 


Activities Tue 11:46 z 4 [ely 


S AA U S 


2- Cinnamon 


Cinnamon, a fork of GNOME 3, was initially developed to be and is the default desktop 
environment for Linux Mint. It is known for its similarities with the Windows user interface 
which helps the new Linux users from feeling uncomfortable with unfamiliar user 
interfaces.Cinnamon contains various customizable components like the panel, themes, 


applets and extensions. The panel, initially across the bottom edge of the screen, is equipped 
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with a main menu, application launchers, list of open windows and the system tray. We 


Recommend using Cinnamon for medium performance latptops and PC 


onfiguration 


3- KDE 


A feature-rich and versatile desktop environment that provides several different styles of 
menu to access applications. Its default window manager is kwin, but is also compatible with 
Compiz. An excellent built-in interface to easily access and install new themes, widgets, etc, 


from the internet , We Recommend using KDE for high performance latptops and PC 


oi OG@wSCH%’F@essba = 


Q o a e © 


Favorites Applications Computer History Leave 


3 Konqueror 


Konqueror 
=] System Settings 
System Settings 
= File Manager 
Dolphin 


Advanced Text Editor 
Kate 


a Software Center 


Discover 


® ca 
ai 
Type to search. 
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4- XFCE is a lightweight and versatile desktop environment that utilises a classic drop-down 
or pop-up menu to access applications. It is also compatible with Compiz. A little time and 


effort will also be required to properly customise the desktop to suit personal taste. We 


Recommend using XFCE for low performance latptops and PC 


O| | | A 


WË Applications = 


` Trash 


>a 


AE 


File System 


Software selection 


At the moment, only the core of the system is installed. To tune the system to your needs, you can 
choose to install one or more of the following predefined collections of software. 


Choose software to install: 


a... Xfce 
«+. KDE Plasma 


o 

o 

O ... Cinnamon 
| [O ... LXDE 
MIO ..-LXxQt 

C] web server 

g 

O 


Screenshot } (continue _|/ ; 
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debian 


Software selection 


At the moment, only the core of the system is installed. To tune the system to your needs, you can 
choose to install one or more of the following predefined collections of software. 


Choose software to install: 
| Debian desktop environment 
[C] ... GNOME 
CUE | | a ae 
Ci"... KDE Plasma 
O ... Cinnamon 
.. MATE 
LJ ... LXDE 
[C] ... LXQt 
[C] web server 


0 print server 
C] SSH server 
| standard system utilities 


‘reenshot | Continue. 


e Wait until the setup process finish 


be qepian 


Select and install software 


GE sect and insta software 


Installing libkrb5-3 (amd64) 
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e Press on Yes to install Grub boot loader 


al; 
denia 
Install the GRUB boot loader on a hard disk 


It seems that this new installation is the only operating system on this computer. If so, it should be safe 
to install the GRUB boot loader to the master boot record of your first hard drive. 


Warning: If the installer failed to detect another operating system that is present on your computer, 
modifying the master boot record will make that operating system temporarily unbootable, though GRUB 
can be manually configured later to boot it. 

Install the GRUB boot ader to the master boot record? 

© No 


© Yes 


"reenshot | 


| GoBack |{ Continue 


e choose /dev/sda 


Z (eL 
LA 


Install the GRUB boot loader on a hard disk 


You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable 
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If 


you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy. 
Device for boot loader installation: 


Enter device manually 


/devisda (ata-VBOX_HARDDISK VB22273e76-4cd3b044) 


| Screenshot | 


(Go pack)( Centinue ) 
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e Now the installation is finished restart your device 
O debian 
Finish the installation 


Installation complete 
Installation is complete, so it is time to boot into your new system. Make sure to remove the 
installation media, so that you boot into the new system rather than restarting the installation. 


rk 


“creenshot Go Back Continue 


e When the system boot up choose Debian ( if you have windows installed on another 


partition you will find it in this list ) 


«Debian GNU/Linux 


e Enter root partition password 


Dh (7 i ; 
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. 18449?) [drn:umw_host_log [Lumugfx]] *ERROR»* Failed to send host log messa 


1.185025] [drm:umu_host_log Cumugfx]] *ERROR* Failed to send host log messa 


Please unlock dis ai_crypt: 


e Enter swap partition password 


1.185025] Cdrm:umu_host_log CLumwgfx]] *ERROR* Failed to send host log messa 


lease unlock disk sdal_crypt : seen 
ryptsetup: sdai_crypt: set up su fully 


lease unlock disk sdaS_crypt:_ 


SY, 7 j : 
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e Enter your username then your password 


Cancel 


(Odebian 


e If you are using XFCE then this windows will pop up for the first time press on use default 


config 


Panel 


Welcome to the first start of the panel 


Choose below which setup you want for the first startup. 


Use default config One empty panel 
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If you need help with the installation of Debian or any other distributions contact us on our 
tech support accounts , also we created a groups for Linux topics only contact us to add you 
to it 

Threema : SR444TAW 


XMPP/Conversations : Horizons@draugr.de 
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Horizons 


Electronic Horizons Foundation 
is an independent foundation aims to 
raise Security awareness among Muslims 


© 


Contact us on threema or XMPP to get our 
Technical Support account on telegram 


Horizons@draugr.de 


O 


SR444TAW 
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